Digital World

Troubleshooting with 

Command Line Tools
What should you do if you have a problem connecting to your network? Do you call a friend? Pay a technician, or call your Internet service provider? This lesson gives you several steps you can take to check and correct common problems.  With a little practice and experience, you can become the person your friends call when they have a problem.  

Step 1
Check the connection.  If your computer is connected with a wire, that is the first thing to check.  Unplug the connector on the computer and make sure it clicks when you reconnect it.  And be sure to unplug and reconnect at the wall or switch as well.  This simple step often solves the problem.

If your computer has a wireless adapter, you can check the operating system.  Depending on the operating system you use,  the desktop will usually have an icon that shows network connectivity. 
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Mac OS X and some versions of Linux will present an arc at the top of the screen representing radio waves.  If there is no connection or there is a problem,  these icons will also indicate that.  
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Step 2 
1. [image: image3.jpg]philed-5430:~5 ifconfig

etho

Link encap:Ethernet HWaddr fo:1f:af:45:55:8b

UP BROADCAST MULTICAST MTU:1560 Metric:1

RX packets:@ errors:0 dropped:0 overruns:0 frame:o
TX packets:0 errors:@ dropped:0 overruns:® carrier:o
collisions:@ txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Interrupt:18

Link encap:Ethernet HWaddr 76:18:8b:13:52:27

inet addr:192.168.1.37 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fese::7218:8bff:fe13:5227/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:59124 errors:23 dropped:0 overruns:0 frame:163976
TX packets:53045 errors:9 dropped:® overruns:@ carrier:@
collisions:@ txqueuelen:1000

RX bytes:42309949 (42.3 MB) TX bytes:10113581 (10.1 MB)
Interrupt:17

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:6291 errors:0 dropped: overruns:@ frame:e
TX packets:6291 errors:0 dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:o

RX bytes:709866 (709.8 KB) TX bytes:709866 (709.8 KB)

phil@ed-5430:~$ I




Verify local network connectivity.  We will use command line tools in this exercise.  In Linux, press and hold the “Alt + Ctrl” keys and then press the “T” key.  A terminal should open.  If that doesn't work find the terminal program in your version of Linux.  In Mac OSX open the “Finder” navigate to the “Applications” and then the “Utilities” folder.  Then click on the “Terminal” icon.  

2. With the terminal open, let's display the network settings of your computer by entering the following command:

ifconfig
3. You should see a window similar to the one below.  There are three network adapters shown (eth0, eth1 & lo). You will probably have one active adapter and if has an “IPv4 Address,” and a “Subnet Mask.” then you are probably connected to your local network and its router. 

Step 3
Send a test message.  The “ping” command lets you send a signal to a network device.  If your computer has a direct connection (wired or wireless) to that device, your computer will get a reply. Lets “ping” your local router to see if signals are really traveling back and forth between your computer and the router.  To get your router's IP address issue the following command in the terminal:

route -n 

The first line should show your router's address under the Label “Gateway.”   BE CAREFUL, when you issue a ping command you must stop it manually!!  The “Ctrl + “C” key combination stops ping.  You should let the ping command produce 4 or 5 responses before stopping it.  Now type the word ping, a space and then the address of the “Gateway.”   It should look like this (put gateway numbers in place of “xxx.xxx.xxx.xxx”):


C:\Users\name> ping “xxx.xxx.xxx.xxx”
If you are connected to the gateway, you will get reply lines telling you the following:

· The address of the device replying

· The size of the message sent and returned  (in Bytes)

· The elapsed time for the message round trip (in miliseconds)

· TTL stands for “Time To Live.” This number is a count down of the number of routers the message passed through on its journey.

If the ping signal does not reach its destination or no reply is received, you will receive a “Time Out” message. When there is a poor connection, some signals will go through and some won't.  You can see the results of the ping command in the statistics report on the last line. 

Checking DNS Service with ping
Ping will also work on the Internet.  You can ping your favorite web site like Facebook.com or Wikipedia.com. The ping command will return the website's IP address with it's ping information.  If your ping successfully returns a domain name's information, that means that your DNS settings are working.  If you can hit your router and a website by name with ping commands, that is a good sign that your network connection is working and you are communicating to your Internet service provider. 

Some More CLI Tools
Ping and ipconfig are the main tools for troubleshooting the network.  If you want to play with some advanced tools, here are 2 more

netstat
The netstat command lets you see the statistics and network connection activity.  To really understand what netstat is saying you need to know about port numbers, sockets and the TCP/IP protocol stack.  Netstat is a fairly complex and confusing command for beginners but very helpful for network problem solving.  To see its output try some of these commands:


netstat  -s


netstat  -i


netstat  -e

traceroute
The traceroute program gives a list of the routers between your computer and a destination.  Lets say you wanted to know how a message travels from your computer to the most popular website in China.  For that you would enter the following command:


tracert  baidu.com
The results will be a numbered list of router addresses and the time it took to reach them.  How many router hops do you thing it will take to reach China? Here are a few other sites to try


qq.com


popular Chineese site


vk.ru


Russian marketing site


sopitas.com

Mexican entertainment site
Assignment 1
Pick a foreign site. Use one of the sites I gave or choose your own. Use tracert to create the router path to that site and answer the following questions. Answer in complete sentences in a short paragraph.

· What was the name of the website you chose?

· What is its IP addresses?

· How many router hops did it take for tracert to arrive at the destination?

· Did any of the router names in the list have geographic locations?

· What was the longest time duration between hops?

· How do you think this tool might be useful?

· Who do you think would use a tool like tracert?

Assignment 2
Using ipconfig and ping, check your computer's network connection.  Write a short report (using complete sentences) that shows:

The commands you used.

The results of the commands.

The meaning of the results.

A summary of whether your network connection is working or not.

