Digital World

Networking Protocols
Networking protocols are the rule sets and software that control and run network activities. There are 2 important protocols that your personal computer uses to get your email, web pages and Internet information.  These 2 protocols are DHCP and DNS.  

DNS
DNS is the protocol that translates “Domain Names” into IP addresses.  A domain name is the way people refer to a web address.  A person will watch a video at “Netflix.com or “Hulu.com.”  We check our email at  “Yahoo.com.” or “Google.com.”  Hulu.com, Whitehouse.gov and Facebook.com are the domain names for websites.  But a computer can't really understand these names, a computer can only understand web addresses as IP numbers.  Domain Name Service (DNS) is the way computers convert these domain names into the numeric form a computer can use. If you want to go anywhere on the Internet, you need DNS; unless you are really good at memorizing IP numbers.

DHCP
DHCP is an initialism that stands for “Dynamic Host Configuration Protocol.” The word dynamic really should be “automatic” because DHCP is a program and protocol that gets an IP number for your computer all by itself.  The computer user doesn't need to do a thing.  Your computer's operating system runs DHCP at startup and asks a server (or router) on the local network to supply an IP address and the DHCP server supplies one. In addition to the IP number, DHCP also gives your computer its subnet mask, default gateway, DNS server and other network information.  


There is another way for a network node to get an IP number (IP address ans IP number are the same thing here) and that is a manual or “static” assignment.  In the good old days, there was no automatic DHCP, IP address mechanism.  All IP addresses had to be assigned by a network technician or engineer. Today manual or static addresses are still used for servers, printers and other network nodes that act as stationary resources.  

Putting This to Work
Since DHCP does the computer's network configuration automatically, we could end this lesson here.  But what happens if something goes wrong?  How can we troubleshoot problems?  Let's start by seeing where DHCP is set in the operating system and touching those settings.
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1. Click the “Start Button” and then select the “Control Panel.”  

2. In Control Panel, click the “Network Sharing Center” icon.

3. In the Network Sharing Center, select the “Change Adapter Settings” in the upper left part of the window.
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The “Network Connections” window shows all the network interfaces for the computer.  Laptops will usually have 2 (one wired and one wireless) and desktops will usually have just one wired interface.  Click on the active adapter.
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If you selected a wired adapter, you will see the “Properties window. If you selected a wireless adapter, you will need to click the “Properties button on the bottom left and then you will get the same properties window. In the middle of the screen there is a box with a list of programs, protocols and drivers used by the adapter. SELECT, “Internet Protocol Version 4 (TCP/IPv4)” and click the “Properties” button.

6. This window is where you set your IP address.  Your computer will look like the one in this picture, “Obtain IP address automatically” will be selected.  At the bottom, “Obtain DNS server automatically” will also be selected.

Lets Change Things (Step 1)
1. Lets reset the IP settings to a “Static address.”  Since you probably don't know the rules and I don't have time or paper to explain the details, lets just change the 3 essential pieces of setting information, IP address, subnet mask and default gateway.  In the last exercise you learned how to find your settings. Open the adapter “Details” window, like you did in the last lesson and use those settings here.  Be sure to click the “Use the following address button to activate the setting lines.

2. After you enter the Address, subnet mask and gateway,  also enter at least one (the first preferably) DNS server address.

3. Close all your network windows and your new settings will take effect.  Open a web browser and see if you can still get web pages like Google. 

Change Things (Step 2)
1. Now let's see the importance of DNS.  Leave the IP address settings but change the settings of the DNS server to:

· 1.1.1.1.

2. Again, close all your network windows and open a web browser.  Web pages should not be available.

Change Things (Step 3)
Your DNS server is usually a provided by your Internet service provider but there are universal DNS servers you can use.  Google has a DNS server that will work if you are stuck and need emergency DNS service.

1. Enter the following address in to the DNS server address line:

2. 8.8.8.8

3. 3.  Close all your network windows and open a web browser.  Pages should be able to get your web pages again.

4. reset you network settings to “Obtain addresses automatically” and answer the following questions.

Summary Questions
1.  What DHCP stand for, what does it do and what information does it provide? (answer with complete sentences, in a paragraph)

2.  Explain what DNS does. Also do web research and explain who is in charge of the DNS service and how it works. (where is the main DNS server?)
